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Copyright Statement

IP-COM s the registered trademark of IP-COM Networks, Inc. All the products and
product names mentioned herein are the trademarks or registered trademarks of their
respective holders. Copyright of the whole product as integration, including its accessories
and software, belongs to IP-COM Networks, Inc. No part of this publication can be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language in any form or by any means without the prior written permission of IP-COM
Networks, Inc. If you would like to know more about our product information, please visit

our website at www.ip-com.com.cn



http://www.ip-com.com.cn/
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Disclaimer

Pictures, images and product specifications herein are for references only. To improve
internal design, operational function, and/or reliability, IP-COM reserves the right to make
changes to the products described in this document without obligation to notify any person
or organization of such revisions or changes. IP-COM does not assume any liability that
may occur due to the use or application of, the product or circuit layout(s) described herein.
Every effort has been made in the preparation of this document to ensure accuracy of the
contents, but all statements, information and recommendations in this document do not

constitute the warranty of any kind, express or implied.
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About This User Guide

Thank you for choosing IP-COM! Please read this user guide before you start! This user

guide instructs you to install and configure the device.

This user guide uses the following formats to highlight special messages:

Icon Description

This format is used to highlight information of importance or
ANote special interest. Ignoring this type of note may result in ineffective

configurations, loss of data or damage to device.

This format is used to highlight a procedure that will save time or

QTip

resources.

How to Use This Book

Chapter Content

| Product Overview Describes product appearance and lists features.

IT Install Explains how to install hardware and connect cables.
[I Login Explains how to logs in to the web interface.

IV Features & Configurations Introduces how to configure the device features.

Explains how to configure PC TCP/IP settings, gives
V' Appendix specifications and lists default feature values and Safety
and Emission Statement

Technical Support
Email: inffo@ip-com.com.cn

Website: www.ip-com.com.cn
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| Product Overview

1 What It Does

This 300M Wall Jack Fat Access Point, is a best-in-class 802.11n indoor access point
designed specifically for business-class environments such as hotels, airports, coffee
shops, shopping centers, sporting venues, and university campus. With standard install
design and stylish appearance, it nicely fits into an 86-type wall jack and seamlessly
blends in with most interior decorations in an office or room. No need to rebuild or change
existing walls. The unit comes with a built-in USB port that charges mobile devices such
as a smart phone or an iPad via a USB cable as well as a RJ11 port for connecting to your
telephone. Integrated 802.3af Power over Ethernet (PoE) allows installation in areas
where power outlets are not readily available. X86 based unified manager allows network
administrators to centrally manage APs on WLAN. Plus, it supports port "Bypass”. Client
connected to the device’s LAN port can still communicate with the remote uplink device

(PoE switch) even when no power is supplied to this device or it goes dead).

2 Package Content

Unpack the package. Your box should contain the following items:

1. AP

2. Screws

3. Install Guide

4. Resource CD

If any of the parts are incorrect, missing, or damaged, contact your dealer. Keep the
carton, including the original packing materials, in case you need to return the product for

repair.
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3LED

%

@Wm

LED Color Status Description

Solid The device is connected to power supply.

PWR Green | Blinking The device is functioning correctly.

Power is not supplied to the device or the device is
malfunctioning.

off

4 Button & Interface
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@ RST: Open the housing of the AP and press this reset button for 7 seconds to restore
the device to the factory default settings.

@ USB Port: The USB port that charges terminal devices with a USB cable.

© Phone Interface: For connection to a telephone.

@ LAN: 100M Ethernet Port for connecting to an Ethernet LAN device such as a PC or

switch, etc. This port support “Bypass”. Client connected to the device’s LAN port can still
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communicate with the remote uplink device (PoE switch) even when no power is supplied
to this device or it goes dead).
© RJ45: The RJ45 port for connecting to a PoE switch.

@ Green Connector: For connecting to a 4-core phone cable.

5 Label

IP-COM WWWw.ip-com.com.cn

300M Wall Jack Fat Access Point

Model No.: W30AP
{P Address: 192.168.0.254 MAC
User Name: admin

~ password: admin
Power: 48V =320mA
X >
C € @ o SO

12 3

1. Default Login IP address. This IP address is to be used to access the router’s settings

through a web browser. If you change it, you have to open a new connection to the
new IP address and log in again.

2. Administrator user name and password

3. MAC address. The device’s default primary SSID (wireless network name) is

IP-COM_XXXXXX (where XXXXXX is the last 6 characters of this MAC address).
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IP-COM

II Install

1. Remove the cover of the device.

W30AP Housing W30AP
Lo ==
. o
L®)
@ WiFi ®
L & &

N [ —

2. Install and power the device (Connect one end of an Ethernet cable to the PoE switch

and the other end to the Ethernet port on the back panel of the device; connect the

phone cable to the RJ11 port).

0.8 POE capable port e

3. Connect terminal devices.
W30AP
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\\\E_‘LS’E#—://” iPhone  iPad
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4. Make sure all connections are established correctly as seen in the diagram.

W30AP

PoE Switch Telephone Line

P-com

BE
Ethernet Cable
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II Login
1 Configure PC TCP/IP Settings

Connect your PC to this device wirelessly or using an Ethernet cable. The default IP
address of your wireless access point is 192.168.0.254. If you are using the default IP
subnet, the computer you are using to connect to the device should be configured with an
IP address that starts with 192.168.0.x (where x can be any number between 2~253) and
a Subnet Mask of 255.255.255.0; if you have changed the subnet of the wireless access

point, the computer you are using to connect must be within the same subnet.

@Tip

If you are not clear about how to set up your PC's IP address, seel Configure PC TCP/IP

Settings.

2 Log in to Device

1. Launch a web browser, say, IE, input 192.168.0.254 and press Enter.
2. The login window appears. Enter the login user name and password (Both are

"admin" by default) and click Login.

s
L")Tip

You can click Tools -> User Name & Password to manage this user name and password.

For more information, see 6.5 User Name & Password.
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II Login

sername:

Fassword:

admin

Login__|

3. You will now enter the web configuration interface as seen below.

Status
b System Status
Wireless Status
Traffic Statistics

Wireless Clients

DHCP Server

System Status

WWw.ip-com.com.cn

Device Namea

System Time

Working Mode

Up time

Number of Wireless Clients
Firmwrare Version

Hardware Version

MAC Address
IP Address
Subnet Mask
Gateway

Primary DNS Server

W30AP

2000-01-01 00:31:13
AP Mode

00:31:13

1]

V1.0.3.5_EN (7808)

L.0.0.0

00:B0:CE:0D:99:08

192.168.0.254

255.255.0.0

192.168.0.1

8.8.8.8
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IV Features & Configurations

IV Features & Configurations

1 Status

This section includes the following:

1.1 System Status:

View the device’s system information and LAN settings.

1.2 Wireless Status: View the device’s wireless information and current SSID settings.

1.3 Traffic Statistics: View current traffic statistics of each SSID.

1.4 Wireless Clients:

View the MAC addresses and connection speed of the wireless

clients that currently connect to each SSID.

1.1 System Status

Here you can view the device’s system status and LAN status.

System Status

www.ip—com.com.cn

Status

» System Status

Wireless Status Device Name

Traffic Statistics System Time
Working Mode

Up time

Mumber of Wireless Clients

Firmware Version

Hardware Version

MAC Address
TP Address
Subnet Mask
Gateway

Primary DNS Server

W30AP
2000-01-01 00:31:13
AP Mode

00:31:13

0

V1.0.3.5_EN (7808)

L.0.0.0

(00:B0:C6:0D:99:08

192.168.0.254

255.255.0.0

192.168.0.1

8.8.8.8

1.2 Wireless Status

Click Status -> Wireless Status and you can view the device’s wireless information and

current SSID settings.
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www.ip—com.com.cn

Wireless Status
Status

» Wireless Status Radio (On/Off) on
Traffic Statistics MNetwork Mode 11b/g/n mixed
Wireless Clients Channel 1
SSID MAC Address Security Mode Status
IP-COM_0D9908 00:B0:C6:0D:99:08 MNone On
IP-COM_0D9309 00:B0:C6:0D:99:09 Mone off

1.3 Traffic Statistics

Click Status -> Traffic Statistics and you can view current traffic statistics of the device's

SSID.

WWWw.ip—com.com.cn

Traffic Statistics

Status
_— _----
Wireless Status
IP-COM_066058 0.0omMe 0 0.11Me 1066 0.00KB/s
b Traffic Statistics
IP-COM_08E058 0.00Me a 0.00Me a 0.00KB/=

Wireless Clients

LAN Setup
-------------------------------- Refresh |

1.4 Wireless Clients

Click Status -> Wireless Clients and you can view the MAC addresses and connection

speed of the wireless clients that currently connect to each SSID.
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www.ip—com.com.cn

Client List

This section displays information of connected clients (if any).

Status

System Status

Wireless Status Host(s) Connected Currently: IP-COM_066058 vl

e e -----
» Wireless Clients

Mo clients connected!

To view wireless clients connected to a specific SSID, simply select it from the drop-down

list on the screen.

2 LAN Settings

Here you can configure the device's LAN IP address for Internet access. This IP address
is also to be used to access the device’s settings through a web browser. Most of the
default settings work in most cases. However, if your access point is part of a more
complex LAN network, then modify the settings to meet the requirements of your network
based on the explanation of the various fields.

Address Mode-Static IP: Manually specify the Static IP information (LAN IP address,
subnet mask, gateway, DNS server address) that corresponds with your existing
networking equipment.

Address Mode-Dynamic IP: Select it if you already have an active DHCP server on your
existing network. The wireless access point gets its IP address, subnet mask, and default
gateway settings automatically from the DHCP server on your network when you connect

the access point to your existing network.

-10-



IP-COM IV Features & Configurations

WWww.ip—com.com.cn

LAN Setup

Status

"""""""""""""""" MAC Address 00:B0:C6:06:60:58 Save |
"""""""""""""""""" Address Mode StaticP =
----------------------------- Rest

IP Address 192.183.0.254 For example: 192.168.1.1 ﬂ

Subnet Mask 2552552550 Forexample:255 255 2550
________________________________ Help |
Gateway 192.168.0.1
Primary OMNS Server g888

Secondary DNS Server
{Optignal)

@ Tip

1. Default IP address and subnet mask are respectively 192.168.0.254 and

255.255.255.0.
2. Be sure to make a note of any changes you apply to this page. If you change the LAN
IP address of this device, you have to update your PC’s TCP/IP settings and open a new

connection to the new IP address and then log in again.

3 DHCP Server

This section includes the following:

3.1. DHCP Server: Configure DHCP server settings.

3.2 DHCP Client List: View the information of the DHCP clients that currently obtain IP

addresses from the DHCP server.

3.1. DHCP Server

DHCP (Dynamic Host Configuration Protocol) assigns an IP address to each device on
the LAN/private network. When you enable the DHCP Server, the DHCP Server will
automatically allocate an unused IP address from the IP address pool specified in this
screen to the requesting device as long as the device is set to "Obtain an IP Address

Automatically”. If you disable this feature, you have to manually configure the TCP/IP

-11-
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settings for all PCs on your LAN to access Internet.

Click DHCP Server to enter the configuration screen.

wWww.ip-com.com.ch

DHCP Server
Status
""""""""""""""""""" CHCP Server I Enable s |
DHCP Server StartIP 192.168.0.100
» DHCP Server EndIP 192.158.0.200 EEITE |
DHCP Client List Lease Time |1 day 'I
_____________ Help |
Subnet Mask 255.255.255.0
Gateway 192.168.0.254
________________________________ Primary DNS Server 192.168.0.254
Secondary DNS Server
(Opticnaly

To set up the DHCP Server:

1. Enable the DHCP Server.

2. Specify the starting and ending address of the IP address pool. These addresses
should be part of the same IP segment as the remote Internet enabled device's LAN
IP Address.

3. Specify the lease time. It is a time length that the IP address is assigned to each
device before it is refreshed.

4. Specify the subnet mask. It should match the remote Internet enabled device's LAN
subnet.

5. Set the gateway address to the LAN IP address of the remote device.

6. Configure correct DNS settings. If a wrong DNS server address is entered, Web

pages may not be open.

ANote

If there is already an active DHCP server on your network, make sure the IP address

pool you specified here is not a part of that existing DHCP server. Otherwise, IP collisions

may OcCcur.

-12-
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3.2 DHCP Client List

Click DHCP Server -> DHCP Client List to enter the DHCP clients screen. Here you can

view the host name, IP address, MAC address, and lease time information.

IP-COM’

DHCP Client List

Ifyou enable the DHCP server feature, DHCP client list will be updated every 5 seconds.  Refresh |

Lease
& D Host Name IP Address MAC Address
Time

4 Wireless Settings

This section describes the following.

4.1 Basic Settings: Here you can configure the basic wireless settings of the device

such as the SSID (nhame of the network) and broadcast SSID, etc.
4.2 Radio: Here you can configure basic wireless settings including network mode and
channel, etc.

4.3 Advanced Settings: Here you can configure advanced wireless settings. This is only

recommended to advanced users.

4.4 Access Control: Specify a list of devices to allow or disallow a connection to your

wireless network via the device's MAC addresses.

4.5 QVLAN: Here you can configure the QVLAN feature to better manage wireless traffic

and enhance wireless security.

4.1 Basic Settings

Here you can configure the basic wireless settings of the device such as the SSID (hame

of the network), security and broadcast channel.

-13 -
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®
IP-COM
m Administrator Name[admin] Versicn:¥W1.0.3.8_EN (5189)
58D |P-COM_0D9B00 %
Enable
Restore
Broadcast 851D Enable
AP isolation @ pisanle O Enable

Iaximum clients 25 (Range:1-25)
S8ID IP-COM_0D2B00

Security Mode Mone v

SSID: Select the SSID you wish to use. This is the public name of your wireless network.
Two SSIDs are supported.

Enable: Select whether to enable the selected SSID.

Broadcast SSID: This option allows you to have your network names (SSIDs) publicly
broadcast or if you choose to disable it, the SSIDs will be hidden. To join your hidden
wireless network, you must enter the SSID manually.

AP Isolation: Isolates clients connecting to this SSID.

Maximum Clients: Set the number of wireless clients that can join your wireless network.
When the number of wireless clients reaches the set value, new connections to this SSID
will be denied.

SSID: This field is configurable. You can change the current SSID (Chinese characters
are supported).

Security Mode: Configure security settings for the current SSID. This device supports
WEP, WPA-PSK, WPA2-PSK, WPA/WPA2-PSK Mixed, WPA and WPA2 (To learn more,
read the following).

WEP

WEP (Wired Equivalent Privacy): WEP is a security algorithm for IEEE 802.11 wireless
networks. Introduced as part of the original 802.11 standard, its intention was to provide
data confidentiality comparable to that of a traditional wired network. Wireless speed can

reach up to 54Mbps if WEP is used.

-14 -
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WwWw.ip—com.com.cn

Administrator Name[admin] Version:V1.0.3.58_EN (8139}

Status

--------------------------------
- . Enable
Twireless Broadcast S8ID
» Basic AP isolation @ pisable O Enable
Radio Maximum clients (Range:1-25)
Advanced s30
Access Control Security Made
................................ Encryption Type
-------------------------------- Default Key
-------------------------------- WEP Key 1: [a=cn | [agci ]
WEP Key 2: [12345 | [agci +]
WEP Key 3: [12345 | [sci +]
WEP Key 4 [12345 | [sci +]

Open, Shared and 802.1x are the same in encryption progression yet different in
authentication mode.

Open System: Uses "no authentication" + WEP Encryption. Wireless clients can be
associated with the device without going through authentication. Only data in transmission
is encrypted with WEP encryption.

Shared: Uses shared key authentication + WEP Encryption. A WEP key that is mutually
agreed in advance is required from both sides while wireless clients try to associate with
the device. Association is established only if the two sides provide the same WEP key.
802.1x: Adopts802.1x identity authentication + WEP encryption mode. The supplicant (i.e.,
client device) is not allowed access through the authenticator to the protected side of the
network until the supplicant’s identity has been validated and authorized. If authentication
is successful, the authenticator sets the port to the "authorized" state and normal traffic is
allowed, if it is unsuccessful the port remains in the "unauthorized" state and blocks traffic.
Default Key: Specify a WEP key from the preset keys for current use. For example, if you
select Key 2, wireless clients must join your wireless network using this Key 2.

WEP-802.1x Configuration Procedures:

-15-
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Www.ip-com.com.cn

Administrator Name[admin] Version:¥1.0.3.8_EN (8188)

Status

SSID IP-CON_0DSB00 [
Enahle
wireless Broadcast SSI0
} Basic AP isolation ® pisable O Enable
Help

Radio Maximum clients (Range:1-25)

Advanced sSID IP-COI_0D9B00

oS T D) Security Mode WEP v

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Encryption Type

. RADIUS Server: L 1]
———————————————————————————————— RADIUS Port: ]

RADIUS Key: 1

SSID: This is the public name of your wireless network. Select the SSID you wish to
configure from the drop-down list.
1. Security Mode: Select WEP.

Encryption Mode: Select 802.1X.
2. Radius Server: Enter the IP address of Radius server on your LAN.
3. Radius Port: Enter the Authentication port for the Radius server on your LAN.
4. Radius Key: Enter the Authentication key for the Radius server.
WPA-PSK, WPA2-PSK
WPA: The WPA protocol implements the majority of the IEEE 802.11i standard. It
enhances data encryption through the Temporal Key Integrity Protocol (TKIP) which is a
128-bit per-packet key, meaning that it dynamically generates a new key for each packet.
WPA also includes a message integrity check feature to prevent data packets from being
tampered with. Only authorized network users can access the wireless network. WPA
adopts enhanced encryption algorithm over WEP.
WPA2: WPAZ2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead

of TKIP. It is more secured than WPA and WEP.

-16 -
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WWW.ip-com.com.cn

Administrator Name[admin] Version:¥1.0.3.8_EN (8188)

Status
-------------------------------- ss0
e Enable
""""""""""" Broadcast 351D
} Basic AP isolation @ pisable O Enable
Radio Maximum clients (Range:1-25)
Advanced 231D
Access Control Security Mode
................................ Cipher Type @aes OTKIP | TKIP&AES
-------------------------------- Key [12345678 |
-------------------------------- Key Update Interval Seconds(50—99998 seconds. Ifsetto 0, key will not be updated.)

Security Mode: Supports WPA-PSK, WPA2-PSK and WPA/WPA2-PSK Mixed.

WPA-PSK: Supports AES and TKIP cipher types.

WPA2-PSK: Supports AES, TKIP and TKIP+AES cipher types.

WPA/WPA2-PSK mixed: If selected, both WPA-PSK and WPA2-PSK secured wireless

clients can join your wireless network.

Cipher Type: Includes AES, TKIP and TKIP&AES.

AES: If selected, wireless speed can reach up to 300Mbps.

TKIP: If selected, wireless speed can reach up to 54Mbps.

TKIP+AES: If selected, both AES and TKIP secured wireless clients can join your wireless

network.

Key Update Interval: Enter a valid time period for the key to be changed.

Configuration Procedures:

1. SSID: This is the public name of your wireless network. Select the SSID you wish to
configure from the drop-down list.

2. Security Mode: Select WPA-PSK, WPA2-PSK or WPA/WPA2-PSK Mixed.

3. Cipher Type: Select the cipher type you wish to use.

4. Key: Enter a security key.

WPA, WPA2

The Wi-Fi Alliance defined the WPA/WPAZ2 in response to weaknesses found in WPA-PSK

or WPA2-PSK in key management. It uses 802.1x to authenticate users and generate a

root key for encrypting data instead of using a manually set pre-shared key.

-17 -
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With 802.1X authentication, the supplicant provides credentials, such as user
name/password or digital certificate, to the authenticator, and the authenticator forwards
the credentials to the authentication server for verification. If the authentication server
determines the credentials are valid, the supplicant (client device) is allowed to access
resources located on the protected side of the network. Data transmission over the
wireless network is encrypted with dynamic keys assigned by the Radius server, which

greatly enhances security. WPA/MWPA2 becomes the most preferred security mode with its

offered better security.

Www.ip-com.com.cn

Ldministrator Name[admin] Version:¥1.0. 3. 8_EN (8188)

————————————————————————————————
"""""""""" Enable
""""""" Broadcast 5510
} Basic AP isolation @ Disable O Enable
Help

Radio Maximum clients (Range:1-25)

Advanced 23D

Access Control Securty Mode
............................. RADIUS Server: L 1
| - RADIUS Port: ]
-------------------------------- RADIUS Key: ]

Cipher Type @ses OTKIP - TKIPSAES
Key Update Interval Seconds(60—29999 seconds. If setto 0, key will not ke updated.)

Configuration Procedures:

1. SSID: This is the public name of your wireless network. Select the SSID you wish to
configure from the drop-down list.

2. Security Mode: Select WPA or WPA2.

3. RADIUS Server: Enter the IP address of Radius server on your LAN.

4. RADIUS Port: Enter the Authentication port for the Radius server on your LAN.

5. RADIUS Key: Enter the Authentication key for the Radius server.

6. Cipher Type: Select the cipher type you wish to use.

4.2 Radio

Click Wireless -> Radio to enter the configuration screen. Here you can configure basic
wireless settings including network mode, channel and etc.
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&
1IP-COM
Administrator Name[admin] Version:¥1.0.3.5_EN (8188)
Enable Wireless
Metwork Mode 11b/g/n mixed v
Rests
» Channel Auta v
Channel Bandwidth O20® 2040

Extension Channel Auto w
W Capable ®Enable O Disable

APSD Capable O Enable @ Disable

Enable Wireless: Enable or disable the wireless feature.

Network Mode: Select a correct mode according to your wireless clients. The default is
11b/g/n mixed.

11b: This network mode delivers wireless speed up to 11Mbps and is only compatible with
11b wireless clients.

11g: This network mode delivers wireless speed up to 54Mbps and is only compatible with
11g wireless clients.

11b/g: This network mode delivers wireless speed up to 54Mbps and is compatible with
11b and 11g wireless clients.

11b/g/n mixed: This network mode delivers wireless speed up to 300Mbps and is
compatible with 11b/g/n wireless clients.

Channel: Select a channel or select Auto to let system automatically select one for your
wireless network to operate on if you are unsure. The best selection is a channel that is
the least used by neighboring networks.

Channel Bandwidth: Select a proper channel bandwidth to enhance wireless
performance. This option is available only in 802.11b/g/n. Wireless speed in the channel
bandwidth of 20/40 is 2 times in 20.

Extension Channel: This is used to ensure N speeds for 802.11n devices on the network.
This option is available in 11b/g/n mixed mode with channel bandwidth of 20/40.
WMM-Capable: WMM is QoS for your wireless network. Enabling this option may better

stream wireless multimedia data (such as video or audio).
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ASPD Capable: Auto power saving mode. This option is effective only if WMM is enabled.

It is advisable to keep it disabled.

4.3 Advanced Settings

Here you can configure the advanced wireless settings including AP Isolation, Beacon
interval, Fragment threshold, RTS threshold and DTIM interval, etc, for your wireless
networks. Normally, the default settings will work. If not, change them according to the
suggestions given by your ISP or our technical staff. Click Wireless -> Advanced to enter

the configuration interface.

ANote

Only change the default settings if instructed by your ISP or our technical staff. Wrong

configurations may degrade your wireless performance.

8
IP-COM
Administrator Name[admin] Version:V1.0.3. 5_EN (8189)
Beacon Interval 100 (Range: 20 - 899; Default: 100)
Fragment Threshold 2346 (Range: 256 - 2346, Default 2346)
Rest
RTS Threshold 2347 (Range: 1- 2347, Default: 2347}
DTIM Interval 1 (Range: 1-255; Default 1}
: Help
Wireless LED ®Enable  Obisable
Preamble @L-:mg Preamble OShart Preamble

Beacon Interval: Atime interval between any two consecutive Beacon packets sent by an
Access Point to synchronize a wireless network. The valid value range is between
20~999.

Fragment Threshold: Specify a Fragment Threshold value. Any wireless packet
exceeding the preset value will be divided into several fragments before transmission. The
valid value range is between 256~2346.

RTS Threshold: If a packet exceeds the set value, RTS/CTS scheme will be used to

reduce collisions. Set it to a smaller value provided that there are distant clients and
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interference. For normal SOHO, it is recommended to keep the default value unchanged;
otherwise, device performance may be degraded. The valid value range is between
1~2347.

DTIM Interval: A DTIM (Delivery Traffic Indication Message) Interval is a countdown
informing clients of the next window for listening to broadcast and multicast messages.
When such packets arrive in the router’s buffer, the router will send DTIM (delivery traffic
indication message) and DTIM interval to alert clients of the receiving packets.

Wireless LED: Select to turn on or off the wireless LED.

Preamble: There are two types of preambles: long preamble and short preamble. The
preamble signals to the receiving node that data is incoming and indicates when the data
flow is about to begin. For wireless transmission, the longer the preamble is, the less the
data is. So support of a short preamble can boost the transmission efficiency of a wireless

interface. Support of short preamble is optional for 802.11b yet a must for 802.11g.

4.4 Access Control

Specify a list of devices to "Permit" or "Forbid" a connection to your wireless network via
the devices's MAC Addresses. Click Wireless -> Access Control to enter the

configuration screen.

IP-COM

Wireless Access Control Administrator Name[admin] Version:Wi.0.3. 8_EN (B189)

Specify a list of devices to allow or disallow a connection to your wireless network via the devices MAC addresses Save

This can be set seperately on each SSID
SSID [IP-COM_0D9B00 v

MAC Filter Mode Disable +

Hel,
1] MAC Address IP Connection Duration Add to List

MNe clients connected!

MAC Filter: There are three options available: Disable, Deny and Allow.
Disable: Disable the access control feature.

Allow: Allow only devices at specified MAC addresses to join your wireless network.
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Deny: Blocks only devices at specified MAC addresses from joining your wireless

network.

Configuration Procedures:

1. SSID: This is the public name of your wireless network. Select the SSID you wish to
configure from the drop-down list.

2. MAC Filter Mode: Select a MAC filter mode from the drop-down list.

3. Enter the wireless MAC address you wish to restrict and click Add. (Also, you can
simply select a wireless MAC address from the MAC addresses displayed on this

page to quickly add it)

4.5 QVLAN

This device supports IEEE 802.1Q VLAN. With QVLAN enabled, this device can work
together with a VLAN capable switch to create multiple wireless subnets. Wireless
stations with different VLAN IDs will not be able to intercommunicate.

A Note

When you enable QVLAN, only one SSID can be encrypted.

Click Wireless -> QVLAN to enter the configuration interface.

WwWw.ip—com.com.cn

Administrator Name[admin] Version: V1.0, 3. 8_EN (8183)

QVLAN

-------------------------------- Enable O
comescesmmesccsseszsscssosescecs VLAN 1D (2-4094,
""""""" IP-CON_0DOBOD

IP-COM_0D9B01 1000

Advanced

Access Control

» QULAN

Configuration Procedures:
Stepl: Check Enable.
Step2: Configure a VLAN ID for a corresponding SSID.
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WWw.ip-com.com.cn

Adminiztrator Nane[admin] Version:¥1.0. 3. 8_EN (8158)

QVLAN

------ Enable
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Rest
= |P-CON_0D9B00
- IF-COM_0D9B01
- :

Radio
Advanced
Access Control

b QVLAN

5 SNMP

This device can be managed from SNMP management utility. Click SNMP to enter the

configuration screen. Here you can configure the SNMP settings.

""""" Here you can configure SNMP settings. SMMP v1 and v2c are supported. Save |
""""" SNWP CDisable #Enanle
--------- Administrator Mame ﬂl
_________ Device Name
,,,,,,,,, Help |
"""""""" Read Community
Vrite/Read Community

Configuration Procedures:

1. SNMP: Select Enable to enable the SNMP proxy feature.

2. Specify the Administrator Name, Device Name and Location.

3. Read Community: Specify a community string for SNMP management utility to read
the device's MIB information.

4. Write/Read Community: Specify a community string for SNMP management utility

to write/read the device's MIB information.
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6 Tools

This section explains the following:

6.1 Maintenance: Explains firmware upgrade and device reboot.

6.2 Time: Explains how to set up system time and web login timeout.
6.3 Logs: View the history of the device’s actions, log events and simultaneously send
them to the specified log server.

6.4 Configuration Management: Explains how to save, restore configurations as well as

restore factory defaults.

6.5 User Name & Password: Explains how to change login user name and password.

6.6 Diagnostics: Explains how to locate a network failure.

6.1 Maintenance

Firmware Upgrade

Firmware upgrade is released periodically to improve the functionality of your device and
also to add new features. If you run into a problem with a specific feature of the device, log
on to our website (www.ip-com.com.cn) to download the latest firmware to update your

device.

Click Tools -> Maintenance to enter the configuration screen.

WWWw.ip—com.com.cn

AT AETCENL G EE Reboot

Use this section to update device's firmware for better functionalities or new features.

--------- Select a Firmware File: _Browse... | —Il.ln_;rmle

________________________________ Current Firmware Version: V1.0.3.1_EMN (ver); Release Date: Sep 4 2013

Status

Mote: DO MOT discennect the device from power and network connections while uparade is in process, otherwise it

may be permanently damaged. When upgrade is complete, the device restarts automatically. Upgrade may take

5 about 80 seconds. Please wait
» Maintenance

Time

Logs

Configuration

Username & Password

Diagnostics

To update firmware, do as follows:
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Step 1: Go to www.ip-com.com.cn to download latest firmware.
Step 2: Unzip the downloaded firmware and save it to your hard drive.
Step 3: Click Browse to locate the firmware.

Step 3: Click Upgrade and wait until the Progress Indicator bar shows 100% completed.

ANote

Do NOT disconnect the device from power supply when uploading software to the device.

If the power supply is interrupted, the upload may fail, corrupt the software, and render the
device inoperable. When the upload completes, your wireless access point will

automatically restart. The upgrade process typically takes about several minutes.

To better experience stability or added features, restore the device to factory default
settings after upgrading firmware and then reconfigure it.
Reboot

For some settings to be effective, a reboot is required. All connections will be lost while

rebooting. Click Tools -> Maintenance— Reboot to enter the configuration screen.

www.ip—com.com.cn

Firmware Upgrade
Click the "Reboot” butten to restart your device.

_____________________________ oo |

Status

} Maintenance
Time

Logs

Configuration

Username & Password

Diagnostics

6.2 Time

System Time
Click Tools -> Time to enter the time screen. System can be configured using the

-25-



IP-COM IV Features & Configurations

following 2 methods:
Sync with Internet time servers: If enabled, system automatically connects to NTP
server on Internet to synchronize the time.

Set Time and Date Manually/Sync with Your PC: Specify the time and date manually

or click Sync with Your PC to automatically copy your current PC's time to the device.

Www.ip—com.com.cn

LTEACTURITIES Login Timeout
Status

-------------------------------- This page is used to setthe device's system time. You can select either to setthe time manually or getthe GMT time Save |

................................ from Internet and system will automatically connect to NTP server to synchronize the time

________ Mote: System time will be lost when the device is disconnectad from power supply. However, itwill be updated . |
77777777 automatically when the device reconnects to Internet.
WSync with Internettime servers Sync Interval: I 30 minutes 'I Help |
Time Zone: | (GMT+08:00} Beijing, Chongging, Hong Kong, Urumugi, Taipei Ll

Maintenance . . -

(Mote: GMT time will be updated automatically only when the device is connected to Internet)
} Time

Set Time and Date Manually:

2000 Year|01 Month |01 Daylﬂ h |31 m |30 s Syncwith Your PC

Logs

Configuration

Username & Password

Diagnostics

To Sync with Internet time servers:

1. Enable Sync with Internet time servers.

2. Select a Sync Interval from the drop-down list.

3. Select your time zone.

To set time and date manually:

1. Disable Sync with Internet time servers.

2. Specify the time and date manually or click Sync with Your PC to automatically copy
your PC's time to the device.

And then go to Status to make sure the system time is correctly updated.

Web Login Timeout:

Click Tools -> Time -> Login Timeout to enter the configuration screen. Here you can set

up the web Login Timeout. The device returns to login window automatically depending

on the specified login timeout and user name/password will be required.
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WWW.ip—com.com.cn

System Time IWWI

Lagin Timeout Setup

Lagin Timeout: [1~EU minutes)

Status

FlE

Maintenance
» Time
Logs
Configuration
Username & Password

Diagnostics

6.3 Logs

View Logs
Click Tools -> View Logs to enter the logs screen. Here you can view the history of the

device’s actions.

WWw.ip—com.com.cn

Status
"""""""""""""""""" Type of logs to display:[a1 =] Refresh |

""""""""""" = e |

--------------------- -- 18 2000-01-01 17:30:58 System admin log in
--------------------- 17 2000-01-01 17:30:53 System Logintime: web free timeout
Maintenance 16 2000-01-01 17:21:40 System admin log in
Time
Fage 21

» Logs

Configuration

Username & Password

Diagnostics

There are three types of logs are available: All, system and LAN. To view a specific type of
log, simply select it from the View Log Levels drop-down list.

Logs

Click Tools -> Log Setup to configure the system Log options. You can set the maximum

number of logs that can be displayed and configure the log server settings.

-27 -



IP-COM IV Features & Configurations

WwWw.ip—-com.com.cn

View Logs Log Setup
Status
"""""""""""""""""" MurmberofLogs  [200 (Default; 200. Range: 200-500) Save |

[CEnable (To use the following rules, you must check this baox.)

Maintenance
Time

F Logs

Configuration

Username & Password

Diagnostics

To configure the log server:

1. Click Add to add a log server.

2. Specify the IP address and port of the syslog server on your LAN and enable the log
server.

3. Check the "To use the following rules, you must check this checkbox." option.

If configured successfully, the system will begin to log events and simultaneously send

them to the specified log server on your LAN. You can view all logs there.

6.4 Configuration Management

Backup & Restore

Once you have configured the device the way you want it, you can save these settings to
a configuration file on your local hard drive that can later be imported to your device in
case that the device is restored to factory default settings. Click Tools -> Configuration to

enter the configuration screen.
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WWWw.ip—com.com.cn

EETE (W EIS G- Restore to Factory Default

This section allows you to save current settings or restore previous settings.

Status

............ Save Settings to Local
Backup |
----- Hard Drive

Load Settings from Lacal
Hard Drive

Browse... Restore
Maintenance
Time

Logs

» Configuration

Username & Password

Diagnostics

Configuration Procedures:
1. Click Backup.

2. Click Save on the File Download window and select a hard drive to save the file.

@ Tip

The default configuration file name is "APCfmfile.cfg". Do include the file name suffix of

".cfg" when renaming the file name to avoid problems.

Configuration Procedures:

1. Click Browse.

2. Select and load the configuration file that is saved previously to your local hard drive
and click the Restore button.

Restore Factory Default

If the device or clients connected to the device fail to access Internet due to incorrect

configurations and you cannot solve the problem, click Tools -> Configuration ->

Restore to Factory Default to reset the device and then reconfigure it.
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Www.ip-com.com.cn

Backup & Restore NGIRGIGRGRETE G g R ELTE

Click this button to reset the device to factory default values. Help |

Restore to Factory Default |

Status

Maintenance
Time

Logs

» Configuration

Username & Password

Diagnostics

Method 1: To restore factory default using Ul: Click the Restore to Factory Default
button and wait until the progress indicator displays 100% completed.
Method 2: To restore factory default by pressing the hardware reset button:
1. Remove the cover of the device.
2. Press the RST button with a needle for about 7 seconds.
Factory Default Settings are listed below:
Default User Name: admin
Default Password: admin
Default LAN IP Address: 192.168.0. 254. This IP address is to be used to access the
device’s settings through a web browser.

Default LAN Subnet Mask: 255.255.255.0

@ Tip

1. The action of "restore factory default" removes all your configurations from the device.

So if you want to keep your configurations, do not perform this action.
2. Do not restore factory default settings unless the following happens:
You need to join a different network or unfortunately forget the login password.

You cannot access Internet and IP-COM technical staff asks you to reset the router.
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6.5 User Name & Password

Click Tools -> User Name & Password. Here you can change the user name and

password for web login. We suggest that you change the default password to a more

Secure passwo rd.

www.ip—com.com.cn

User Name & Password

------ Use this section to change your login user name and password. Save
------ Mote: User name and password can only include 132 letters, numbers or underscaore!
------ Access Mode User Name Enable Action Restore
______ Administrator
admin = Change
________________________________ MName _Iuem
User user o Delete | Change |

Maintenance
Time

Logs

Configuration

b Username & Password

Diagnostics

» Administrator: If you log in to the device as an administrator, you have all available
rights to access the device.
» User: If you log in to the device as a user, you can only view configurations instead of

configuring or changing any existing configurations.

6.6 Diagnostics

The device is capable of testing your connection. If your network is malfunctioning, click
Tools -> Diagnostics to use the ping utility to test your network and find out where the

problem is.
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IP-COM’

Input an IP ar a domain name to test network connectivity.

FPlease enter an IP(eg: 192.168.0.254) address or a domain name(eg: www.google.com):

ping ping
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V Appendix

1 Configure PC TCP/IP Settings

Windows XP

1. Click Start -> Settings -> Control Panel.

@ Sek Program Access and Defaulks
'@ Windows Catalog
% Windows Update

L Programs

Documents

Setkings

Search
tj/l Help and Support

Z=] Run...

Control Panel

d_ﬁ, Nebwork Connections

L Printers and Faxes
a Taskbar and Start Menu

Log OFf user...

i untitled - Paint

2.Click Network Connections.

B Control Panel

File Edit VYiew Favorites Tools Help

OBack -u lm pSearch H__" Folders v

Address E} Control Panel

v|Go

E’. Control Panel ES 6 = E
Accessibility  Add Hardware Add ar
[@ Switch to Category Wiew Options Remoy, ..
e A N
7
Folder Options Fonks Game
“ Windows Update Controllers

(] Help and Suppart % ﬁ
. E -

Metwork.  Metwork Setup  Phone and

See Also

Connections Wizard Modem ...
2 2 ©

Scanners and  Scheduled Security
Cameras Tasks Center
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3.Right click Local Area Connection, click Properties, select Internet Protocol

(TCP/IP) on the appearing window and then click Properties.

ocal Area Connection

ed, Firewalled
= Pd | > l - o
Disable

Status

Repair

Bridge Connections

Create Shortcut

1=lak e

Rename
Properties
=L Local Area Connection Properties W

General | Authentication | Advanced |

Connect uging:
B8 Fealtek RTLE139 Family PCl Fast Etk

Thiz connechion uzes the following items:

g Cligrt for Microsaft Metwaorks

.@ File and Printer Sharing for Microzoft Networks
QQUS Packet Scheduler

% rtemet Pratocol [TCRAP ¢

Install... Urirztall

Dezcnption

Transmizzion Control Protocol/Intermet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks,

Show icon in natification area when connected
[] Matity me when this connection has limited ar no connectivit

QK ] [ Cancel
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4. Select Use the following IP address and configure as below:
IP address: 192.168.0.x (where x can be any number between 1~253)
Subnet Mask: 255.255.255.0.

=

Internet Protocol (TCP/IP) Properties

General

You can get IP settings assigned automatically if your nebwork. supports
thiz capability. Otherwise, you need to ask your network adrinistrator for
the appropriate |P settings.

(" Obtain an |P address automatically
(3 Use the following IP address:

IP address: 192 01688 . 0 . 2
Subret mazk: 2552850255 . 0
Default gateway: 192 1688 . 0 . 1

(53 Uz the fallowing DMS server addresses:
Preferred DMS zerver: 192 01688 . 0 .1

Altermate DNS zerver

[ ar. ][ Cancel ]

5. Click OK twice to exit.
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Windows 7

1. Click on Start > Control Panel > Network and Internet > Network and Sharing

Center.

OO & » Control Panel » Network and Intemet » Network and Sharing Center ~[ 49 |l sear »

Control Panel Home
View your basic network information and set up connections

Manage wireless networks [’ L
L 2 @
Change adapter settings
TENDA-PC Multiple networks Intemet
Change advanced sharing (This computer)
settings
View your active networks Connect o disconnect
L-' Tenda-82 Accesstype:  Internet
<t Worknetwork Connections: <7 Wireles

Access type: Internet
Connections: ff W

E Testyent dopunsien

Public network

i N Connection 4

ian

Change your networking settings
W set
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

point.

jon or network

; W Connect 10 a network

HomeGroup Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Intemet Options
Q@ Choose homegroup and sharing options
i Firewall
Wieon's frewa! Access files and printers located on other network computers, or change sharing settings.

Ble| ]d[=x]

2. Click "Change adapter settings".

{0 [E » ControlPanel » Networkand nternet » Networl and Sharing Center [ 43 | [ Search Control Panct
Control Panel Home " . . . .
View your basic network information and set up connections
Change adapter settings. ﬂ&f & ® su See full map
Change advanced sh
b TENDA-PC Unidentified netwark Intemet
(This computer)
View your active networks Connect or disconnect
Unidentified network Accesstype Nolntemet access
Public network Connections: [ Local Area Connection
Change your networking settings
i Set up a new connection or network
" Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access poit.
W Connectto 2 network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
See also @, Choose homegroupand sharing options
et Access files and printers located on ather network computers, or change sharing settings.
LD [ Troubleshoot probiems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

3. Right-click on the Local Area Connection and select Properties.

— Lecal Area Connection
%q_ Unidentified netwark
@ Intel(R) PRO/100( @) Disable
Status

Diagnose
'@ Bridge Connections

Create Shortcut
Delete
@ Rename

'@' Properties
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4. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties or directly

double-click on Internet Protocol Version 4 (TCP/IPv4).

@ Local Area Connection Properties @

MNetworking

Connect using:
l_-? Intel{R) PRO/1000 MT Metwork Connection

This connection uses the following tems:

"% Client for Microsoft Networks

4B o5 Packst Scheduler

g File and Printer Sharing for Microsoft Metworks

-4 |ntemet Protocol Version & (TCP/IPvE)

¥ et Prtocol Vecson 4 (TCP1Pv4)|

& Link-Layer Topology Discovery Mapper /0 Driver
=i Link-Layer Topology Discovery Responder

HREER

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel

5. Select "Use the following IP address".

Internet Protocol Version 4 (TCP/IPv4) Properties

General

7=

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@) Use the following IP address:

IP address: 192.168. 0 . 2
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

IP address: Enter 192.168.0.xxx where xxx can be any number between 1~253).

Subnet mask: Enter 255.255.255.0

Click OK twice to save your settings.
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2 Factory Default Settings & Specifications

Default Settings

Item Default Settings
Login IP Address 192.168.0.254
Login Login User Name admin
Login Password admin

LAN Settings

IP Address

192.168.0.254

Subnet Mask

255.255.255.0

(LAND DHCP Server Disabled
IP Pool 192.168.0.100~192.168.0.200
Wireless Enabled
Network Mode 11b/g/n mixed
Channel| Channel Bandwidth
. Auto|20/40]Auto
Extension Channel
WMM Enabled
APSD Disabled
Primary SSID: IP-COM_XXXXXX
Secondary SSID: IP-COM_ XXXXXX1
ssID “XXXXXX” is the last six characters of
. the device's MAC address. You can
Wireless . ,
find it on the label attached to the
device.
Primary SSID: Enabled
SSID Status .
Secondary SSID: Disabled
Broadcast SSID Enabled
AP isolation Disabled
Number of Clients 25
Beacon Interval 100ms
Fragment Threshold 2346
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RTS Threshold 2347
DTIM Interval 1
Wireless LED On/Off Enable

Preamble Long Preamble

Wireless Security Disabled

Wireless Access Control Disabled

Wireless Access Control Disabled

SNMP Disabled
Administrator Name: Administrator
Device Name: W30AP

SNMP Location: shenzhen
Read Community String: public
Write/Read Community String: private
Sync with Internet Time Servers

Tools System Time Time Zone: (GMT+08:00)Beijing,

Chongging, Hong Kong, Urumqi

Web Login Timeout

5 minutes

Number of Logs

200

User Name & Password

Administrator: User Name | Password
(admin | admin)
User: User Name | Password (user |

user)
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3 Safety and Emission Statement

Ce

CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures. This
device complies with EU 1999/5/EC.

NOTE: (1)The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment .(2) To avoid unnecessary radiation

interference, it is recommended to use a shielded RJ45 cable.

FE

FCC Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired

operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the

user is encouraged to try to correct the interference by one of the following measures:

Reorient or relocate the receiving antenna.
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- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
FCC Caution: Any changes or modifications not expressly approved by the party

responsible for compliance could void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment.

Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance

20cm between the radiator & your body.

NOTE: (1)The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. (2) To avoid unnecessary radiation
interference, it is recommended to use a shielded RJ45 cable.

NCC Notice

KRB REARZRIIREEY | IHETY | A5, BRNERENAEGEREE
INAThEREE ERET 2R INRE.

(RIREHABR A PG ERMTERBHECIAERE | KRREHBRRNT , B
=R, NEZERBIESEEEER. fIEGAERE  EREEHREFEZERER.

RINRGPABHBRZ GIRBEE LR, NENEREAEKBEIITEHREZHE.
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